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* Crime scene

"*Digital Forensic Investigation

“"Recognizing and Preparation Crime Scene

'Y Investigation and Collection Digital Forensics
'Y Analysis and evaluation Digital Forensics

'* Reporting and Presentation Digital Forensics
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" Al Crimes — A Classification, 2020

' S. Sorcher, "The technology 202: Alexa, are you spying on me? Here's why smart speakers raise serious privacy
concerns," Washington Post. May 6, 2019 issue.

" Santos-Lang C (2011) Ethics for Artificial Intelligences, Version 3.
https://santoslang.wordpress.com/article/ethics-for-artificialintelligences-3iue30fi4gfq9-1/
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" Global Positioning System

Y S. Atrizadeh, "Artificial intelligence laws, principles, and regulations,” https://www.internetlawyer-
blog.com/artificialintelligence-laws-principles-and-regulations

° S. Atrizadeh, "Artificial intelligence laws, principles, and regulations,” https://www.internetlawyer-
blog.com/artificialintelligence-laws-principles-and-regulations

' T. King et al, "Artificial intelligence crime: an interdisciplinary analysis of foreseeable threats and solutions,”
Science and Engineering Ethics, Springer, Feb 14 2019.

™ Likelihood

* Plausibility

** Uniqueness

™ Criminalized in domestic law
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Science and Engineering Ethics, Springer, Feb 14 2019.
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™ Highly Automated Vehicles

™ S. Atrizadeh, "Artificial intelligence laws, principles, and regulations,” https://www.internetlawyer-
blog.com/artificialintelligence-laws-principles-and-regulations

" Independent High-Level Expert Group on Artificial Intelligence, "Ethics Guidelines for Trustworthy Al,"
https://ec.europa.eu/digitalsingle-market/en/news/ethics-guidelines-trustworthy-ai

" J. Shaw, "Artificial intelligence and ethics, ethics and the dawn of decision-making machines," Harvard Magazine,
Jan-Feb 2019 issue.
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** Autonomous and Intelligence Systems
** Human Rights

" Well-being

" Data Agency

** Effectiveness

** Transparency

** Accountability

* Awareness of Misuse

** Competence
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** Guard against misuse (including privacy)

" Accountability

' Transparency

*" Fairness

°" Wellbeing and society benefits

°* K. Abbott, D. Snidal, "Hard and soft law in international governance," International Organization, Vol. 54(3), pp.
EVI£0T, Ve,
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°* A. Guzman, T. Meyer, "International soft law," Journal of Legal Analysis, Vol. 2(1), pp. 171-225, 2010.

' K. Abbott, D. Snidal, "Hard and soft law in international governance,” International Organization, Vol. 54(3), pp.
EVI_£0T, Ve,

" N. Bostrom, E. Yudkowsky, "The Ethics of artificial intelligence." In Ramsey W, Frankish K (eds). Draft for
Cambridge Handbook ofArtificial Intelligence. Cambridge University Press, 2010.
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** Bayesian Networks

°* N. Hechte, A. Wulff, M. Marsholler, "Assessment of decision models for hybrid approaches." In Mantas J et al
(eds), Decision support systems and education, 10S Press.
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* L. Gilpin, D. Bau, B. Yuan, A. Bajwa, M. Specter, "Explaining explanations: an overview of interpretability of
machine learning." Proc. IEEE 5th International Conference on Data Science and Advanced Analytics (DSAA), Italy,
2018

' A. Nguyen, J. Yosinski, J. Clune, "Deep neural networks are easily fooled: high confidence predictions for
unrecognizable images, " Proc. IEEE Conference on Computer Vision and Pattern Recognition,

pp. 427-436, 2015

Y. Liu, S. Ma, Y. Aafer, W. Lee, J. Zhai, W. Wang, X. Zhang, Trojaning attack on neural networks, Department of
Computer Science Technical Reports. Purdue University, 2017.
https://docs.lib.purdue.edu/cgi/viewcontent.cgi?article=2782&context=cstech
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" Supervised Learning
** Unsupervised Learning
*° Neural Network
** Deep Learning
* Reinforcement Learning
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" ROS (Robot Operating System)

' Nodes

" Master

" L. Joseph, "Mastering ROS for Robotics Programming," October2021. [Online]. Available:
https://learning.oreilly.com/library/view/mastering-

rosfor/9781801071024/B17104 01 Epub AM.xhtml# idParaDest-29. [Accessed 15 February 2024].

M. Quigley, K. Conley, B. P. Gerkey and A. Y. Ng, "ResearchGate," ROS: an open-source Robot Operating System.,
Food, [Online]. Available:
https.//www.researchgate.net/publication/233881999 ROS an_opensource_Robot_Operating_System. Accessed
Yo April Y. Y¢]

¥* publish-Subscribe Communication Model
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¥® ROS Transmission Control Protocol

“* ROS User Datagram Protocol

Y A. Botta, S. Rotbei, S. Zinno and G. Ventre, "Cyber security of robots: A comprehensive survey.," Intelligent Systems
With Applications, no.18, 2023. https.//doi.org/10.1016/}.iswa.2023.200237

* Man In the Middle — &S s slx! M3 T o 3,5kee ;5 wilobo Sldee b,z 50 5235 )13 L 0 e Jole ales ol 5o

Y3 K. Cottrell, D. B. Bose, H. Shahriar and A. Rahman, "An Empirical Study of Vulnerabilities in Robotics.," in IEEE 45th
Annual Computers, Software, and Applications Conference (COMPSAC).,2021.
https://doi.org/10.1109/compsac51774.2021.00105

» N. Goerke, D. Timmermann and I. Baumgart, "Who Controls Your Robot? An Evaluation of ROS Security
Mechanisms," in 7™ International Conference on Automation, Robotics and Applications (ICARA), 2021.
https://doi.org/10.1109/icara51699.2021.9376468

™ B. Dieber, B. Breiling, S. Taurer, S. Kacianka, S. Rass and P. Schartner, “Security for the Robot Operating System,”
Journal of Robotics and Autonomous Systems. vol. 98, 192-203, 2017.

B. Dieber, S. Kacianka, S. Rass and P. Schartner, “Application-level Security for ROS-based Applications,” IEEE
International Conference on Intelligent Robots and Systems (IROS), pp. 4477-482, 2016.
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" Trajectory Motion Planning and Navigation
"' Multimodal

Y Vision-Language-Action

" Generative Ai Planning

'** Generative Planning

'*® Al Planning

% Computer-Aided Process Planning
Y Symbolic Al

'** State Space Search

"% Constraint Satisfaction
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